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Launched June 2016

Test on live critical 
systems

Capability assessment

Learning experience

TIBER-EU started by 
ECB

TIBER-NL continued & 
expanded



Financial Core 
Infrastructure (FCI)

Pension Providers Insurance Companies



Source: https://www.youtube.com/watch?v=-dXf96mot2A

PLAY VIDEO

https://www.youtube.com/watch?v=-dXf96mot2A
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TIBER-NL sector team ~ TIBER Cyber Team (TCT) 
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Achieving 

Objective

1 2 3 4 5 6 7



1. Malicious Office 
files spread via 

email to targeted 
individuals

2. Workstations and 
Virtual Desktops 

infected with 
SDBBot malware

3. Manual spread 
over the network 

with Meterpreter to 
more Workstations 

and Virtual 
Desktops

4. Multiple 
Windows Servers 

compromised, likely 
via EternalBlue

5. Compromised 
workstations used 

to run tools to 
explore 

environment and 
AD

6. Meterpreter used 
on another server, 

Domain Admin 
credentials found

7. Domain Admin 
credentials used to 

login on Domain 
Controller

8. Preparations for 
deployment of 

ransomware and 
removal of McAfee

10. Ransomware 
encrypts the files on 

267 servers

9. Domain Admin 
account used to 

deploy malware to 
servers



What? Red Teaming TIBER

Testing Cyber Resilience  

Controlled environment  

Realistic scenario’s  

‘Carte Blanche’ for attackers  

Targets live systems  

Sharing Results with community  

International accreditation  





TIBER-NL
TIBER-EU 
TIBER-BE
TIBER-DK
TIBER-IE
TIBER-RO
TIBER-DE
TIBER-IT
TIBER-SE
TIBER-NO
TIBER-FI

CBEST (UK)



Key success factors
1. White team members

2. Involve third party service providers

3. Open communication between 
White/Red team

4. Trust between providers and test 
subject

5. Scope

6. Scenario identification

Overall recommendations
1. Ensure you prepare yourself for a TIBER 

assessment

2. Identify Critical Business Functions

3. Basic security hygiene

4. Perform table top exercises

5. Perform purple team sessions

6. Perform a Red Team test before TIBER 
and remediate findings



• TIBER framework documentation
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